Supply Chain Resilience: Grocery Sector

Collaborative Technical Assistance

Syllabus

This Collaborative Technical Assistance (TA) provides expertise, interactive modeling tools, and support for
participating jurisdictions to take steps towards enhancing their grocery sector supply chain resilience.

Through structured guidance and jurisdictional report-outs, participants will gain a detailed understanding of
their current supply chains, develop strategies for outreach to key stakeholders, and design a roadmap for
enhancing supply chain resilience within their jurisdiction.

This syllabus identifies the FEMA tasks and participant preparation to be completed prior to the kickoff
meeting and prior to each of the following virtual Collaborative TA sessions. The specific details of each session
will be tailored to the needs of the participating jurisdictions, so the details may be refined as the Collaborative
TA progresses.

Overview

Due to the complexity of supply chains, this TA will focus specifically on one sector - the grocery sector. By
participating in this Collaborative TA, however, jurisdictions will be able to replicate the process for other
sectors, such as fuel, pharmaceuticals, medical goods, water, and transportation.

Phased Approach

The process for enhancing supply chain resilience consists of five phases (see Figure 1). This TA will support
participants as they complete Phases 1 and 2 and begin activities for Phase 3, and provide participants with
the knowledge and tools necessary to complete the remaining phases.
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Figure 1: Supply Chain Resilience Process
Process

The Collaborative TA process includes:

Preliminary needs assessment interviews with each jurisdiction.

A series of nine sessions with the full cohort of participating jurisdictions to provide structured guidance on
research and mapping techniques, analysis, and outreach. The first session will be an in-person meeting,

with the remaining session to be held virtually on a monthly basis.

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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e Jurisdictional report outs, which are a fundamental component of this TA. Each session after the kickoff will
include jurisdictions reporting out on their progress and findings to promote collaboration and peer-to-peer
learning along with discussion and guidance to support the jurisdictions.

Outcomes

Individualized coaching and mentoring sessions to address the unique needs of each jurisdiction.

At the conclusion of this Collaborative TA, participants will have a newfound understanding of supply chain
resilience issues. Each jurisdiction will have:

Knowledge of the key suppliers of demand in the private sector for food/grocery and an outreach strategy
to approach the private sector.

A greater understanding of their jurisdictions’ food and grocery supply chain that includes geospatial
locations of supply nodes (distribution centers) and demand nodes (stores), private sector capacity,
interdependencies with other sectors (e.g. transportation, fuel), and an awareness of vulnerable
populations and areas.

Interactive modeling tools that run on the Environmental Systems Research Institute (ESRI) ArcGIS
platform:

— Grassroots Infrastructure Dependency Model (GRID-M)

Provides near-real time analysis of physical infrastructure dependencies of supply and demand
nodes.

Provides situational awareness of critical infrastructure by obtaining outage and disruption data
and then representing outage data via a Geographic Information Systems (GIS) platform.

Displays all outputs within a GIS environment with additional pre-populated layers such as real-time
traffic and demographics information of the affected communities.

— Transportation Network Resilience Model (TRANSRES)

Identifies roadway links and corridors within the network that have the greatest influence over the
resilience of the network to facilitate a specific function before, during and after a catastrophe.
Results of analysis can be used to inform planning efforts such as the prioritization of roadway
restoration and the rerouting of transport

Outputs can be combined with the operational status of supply and demand nodes that can be
obtained via GRID-M to help emergency managers to plan and appropriately position and supply
distribution points

Insights for integrating the food/grocery sector in emergency plans and exercises.

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,

and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Preparation for Kickoff Meeting

Objective

FEMA Tasks to
Prepare for
Kickoff

Participant
Tasks to Prepare
for Kickoff

Gain insights into the supply chain resilience needs of the jurisdictions

Schedule and conduct Needs Assessment interviews with each jurisdiction
Provide participants with the following reference sheets:
0 A supply chain resilience primer and terms
0 Recommendations on ways to secure research support
Provide participants with read-ahead materials
Coordinate with participants to identify the best days/times for the recurring virtual
TA sessions and create an initial project calendar

Participate in Needs Assessment interviews with FEMA

e Begin efforts to secure support for supply chain research
e Coordinate with FEMA to identify the best days/times for the recurring virtual TA

sessions
Read the following materials:
0 The Role of Groceries in Response to Catastrophes by Philip J. Palin
0 The Run on Daily Foods and Goods After the 2011 Tohoku Earthquake by
Masahiro Hori and Koichiro lwamoto

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Session 1: Kickoff and Introduction - In Person

Participant
Pre-Session 1
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 1
Tasks

Complete needs assessment with FEMA

Review supply chain resilience primer and terms

Begin efforts to secure support for supply chain research
Complete reading assignments

Provide an overview of Collaborative TA and discuss objectives, intended outcomes,
and expectations

Provide an introduction to key concepts, principles, and terms of supply chain
resilience

e Discuss approaches for initiating partnerships with key commercial supply

chain/owner operators within the grocery sector

Discuss identifying key jurisdictional characteristics relevant to understanding the local
supply chain and building the community profile

Discuss key considerations for defining research questions

Review relevant data sources, templates, and the GRID-M and TRANSRES models

Supply and Demand Nodes Spreadsheet Template

Confirm sources for research support

Review Supply and Demand Nodes Spreadsheet Template
Begin to identify and scope catastrophe

Begin to develop a project calendar

Prepare for report out of research

Session 2: Define Scope

Participant
Pre-Session 2
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 2
Tasks

Confirm sources for research support

Review Supply and Demand Nodes Spreadsheet Template
Begin to identify and scope catastrophe

Begin to develop a project calendar

Prepare for report out of research

Discuss report out/research findings of each jurisdiction

e Review case studies and provide tips for framing a catastrophic scenario and/or threat

vectors to stress supply chain resilience

e Discuss framing the problem-set and establishing the initial research line of inquiry

Discuss strategies for engaging research, mapping, and GIS partners
Discuss developing and refining research tasks and the project calendar

TBD - dependent on participant needs

Begin implementing research plan

Continue to identify and scope catastrophe

Explore potential relationships with jurisdictional agencies and partners for research,
mapping and GIS assistance

Prepare for report out of research

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Session 3: Identify Crucial Suppliers of Demand and Overlay Threats/ Hazards

Participant
Pre-Session 3
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 3
Tasks

Begin implementing research plan

Continue to identify and scope catastrophe

Explore potential relationships with jurisdictional agencies and partners for research,
mapping and GIS assistance

Prepare for report out of research

Discuss report out/research findings of each jurisdiction

Provide recommendations on refining catastrophic scenarios/threat vectors
Discuss approaches for identifying crucial suppliers of demand and overlaying key
threats and hazards

e Provide recommendations on identifying and/or refining/updating strategic priorities

and goals based on jurisdictions’ target questions

Discuss the approach for conducting a site survey to identify local critical infrastructure
and key resources and review the site survey template

Provide an overview of infrastructure dependencies

Provide an introduction to PolicyMap resources

Site Survey Template
GRID-M and TRANSRES models

Continue implementing research plan

e Begin filling in research template spreadsheet with supply and demand nodal

information

e Qutline research focus, process, calendar, and desired outcomes

Conduct site surveys
Prepare for report out of research

Session 4: Identify Crucial Suppliers of Demand and Overlay Threats/ Hazards (Continued)

Participant
Pre-Session 4
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 4
Tasks

Continue implementing research plan

e Begin filling in research template spreadsheet with supply and demand nodal

information

e Qutline research focus, process, calendar, and desired outcomes

Conduct site surveys
Prepare for report out of research

Presentation and discussion of GRID-M and TRANSRES
Review status and provide coaching and referrals to improve information collection
and address gaps

Research and Findings Briefing Template

Identify crucial suppliers of demand and threat/hazard relationships

Continue conducting site surveys

Continue populating spreadsheet with key nodal data

Develop plan to overlay nodal data with catastrophic scenario and/or threat vectors
Refine the Research and Findings Briefing Template, as needed, for jurisdiction use
Prepare for report out of research

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Sessijon 5: Assess Suppliers

Participant
Pre-Session 5
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 5
Tasks

Identify crucial suppliers of demand and threat/hazard relationships

Continue conducting site surveys

Continue populating spreadsheet with key nodal data

Develop plan to overlay nodal data with catastrophic scenario and/or threat vectors
Refine the Research and Findings Briefing Template, as needed, for jurisdiction use
Prepare for report out of research

Discuss report out/research findings of each jurisdiction

e Discuss research priorities and plans

Discuss approaches for assessing the importance of specific suppliers/venues and
supplier capacity and resilience

TBD - dependent on participant needs

Continue to conduct research to fill gaps and update research spreadsheet with key
nodal data

Overlay nodal data with catastrophic scenario and/or threat vectors
Identify/capture known unknowns

Develop Research and Findings Briefing

Prepare for report out of research

Session 6: Assess Suppliers (Continued)

Participant
Pre-Session 6
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 6
Tasks

Continue to conduct research to fill gaps and update research spreadsheet with key
nodal data

Overlay nodal data with catastrophic scenario and/or threat vectors
Identify/capture known unknowns

Develop Research and Findings Briefing

Prepare for report out of research

Discuss report out/research findings of each jurisdiction

o Discuss approaches for identifying strategic supply and demand capacity

TBD - dependent on participant needs

Continue to conduct analysis

e Continue to develop research brief

Prepare for report out of research

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Session 7: Identify Outreach Priorities and Develop the Roadmap

Participant
Pre-Session 7
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 7
Tasks

Continue to conduct analysis
Continue to develop research brief
Prepare for report out of research

Discuss report out/research findings of each jurisdiction
Discuss approaches for targeting key partners for outreach and research

e Discuss approaches for identifying distribution centers for leading grocery providers,

and applying analysis and modeling tools to assist in identification and potential
mitigation of network vulnerabilities

Discuss key considerations for developing a roadmap and completing Phases 3-5 of
the supply chain resilience process

TBD - dependent on participant needs

Identify initial outreach priorities

Begin developing strategy, targets, and sequence for outreach
Develop draft roadmap

Prepare for report out of research

Session 8: Begin Conducting Initial Outreach and Refine the Roadmap

Participant
Pre-Session 8
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 8
Tasks

Identify initial outreach priorities

Begin developing strategy, targets, and sequence for outreach
Develop draft roadmap

Prepare for report out of research

Discuss report out/research findings of each jurisdiction

Discuss key considerations for outreach and private and public sector cross-cultural
issues

Provide coaching, role-playing, and feedback on initial discussions with the private
sector

Discuss approaches for engaging sources to identify and prioritize opportunities for
enhancement and hold targeted meetings to vet findings/analysis

TBD - dependent on participant needs

Finalize private sector partner outreach targets
Begin outreach to targets to vet findings/analysis
Update roadmap

Prepare for report out of research

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Session 9: Next Steps

Participant
Pre-Session 9
Tasks

Objectives

Resources
From FEMA

Participant
Post-Session 9
Tasks

Finalize private sector partner outreach targets
Begin outreach to targets to vet findings/analysis
Update roadmap

Prepare for report out of research

Discuss report out/research findings of each jurisdiction

Provide recommendations for using the roadmap and completing Phases 3-5 of the
supply chain resilience process

Discuss best strategies for maintaining private/public sector relationships and
exploration of other sectors

TBD - dependent on participant needs

TTX using GRID-M and TRANSRES models

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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Summary of Major Tasks

This section summarizes the major tasks that TA Participants should complete by the end of the Collaborative
TA. The general timeline presents the suggested timeframe during which the tasks should be completed,
based on the above session plan, and the following checklist presents the list of tasks for ease of reference.

General Timeline

Needs
Assessment

Suggested
readings

Develop project calendar
Identify sources for research support
Conduct research and populate spreadsheet

Jurisdictional report outs of research findings for each session

ID catastrophic
context/threat
vectors

Conduct site surveys
Overlay nodal data with scenario / threat vectors
Populate research briefing template

Identify outreach priorities

Develop roadmap for refining plans and
exercises

Begin outreach to targets to
vet findings/analysis

Checklist of Major Tasks

Prepare for and participate in Needs Assessment interview

Complete suggested readings

Develop a project calendar

Identify sources for research support

Conduct research and populate spreadsheet with key nodal information
Jurisdictional report outs of research findings for each session
Determine catastrophic context/threat vectors

Conduct site surveys

Populate research briefing template

Identify outreach priorities

Develop roadmap for refining plans and exercises

O00O0O0OO0OO0OO0OO0Oo0OoOoao

Begin outreach to targets to vet findings/analysis

“FEMA’s mission is to support our citizens and first responders to ensure that as a nation we work together to build, sustain,
and improve our capability to prepare for, protect against, respond to, recover from, and mitigate all hazards.”
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